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N Network Discovery m—r

=[] All Device Categories ( »-326, »-18)

; -] American Power Conversion (APC){ =-2)
[ APC(NetBotz)( »-3)
Aruba Networks ( »-1)
Broadcom { -6, ®-2)
Brocade (Foundry Networks) ( » - 4,

Features

= Support for 1200 hardware vendors Cisco 1000 Series Routers ( +-8)

=  Fastest discovery engine (10.0.0.0/8 under 2 hours) 3. Cisco 100 Series Integrated Services Routers ( o -1)
= Device classification by Vendor, Category and Platform e Sl s B sed
. . . Cisco 1900 Series Integrated Services Routers ( »-35)
= Discovery for Linecards, Power supplies, Fans, SFP, etc.. 4 Ciscn 2600 Series MultiService Platforms { -2)
= Discovery for Interconnections (CDP and LLDP) Cisco 2800 Series Integrated Services Routers ( «-14, #-2)
= S/N collection for Cisco SmartNet Verification (1ec0 2900 Series Inegrated Services Routers (=730, &)
. . Cisco 3600 Series MultiService Platforms( = -1)
= Discovery of VPN Tunnels and BGP Sessions Cisco 3700 Series MultiService Access Routers ( «-2)
n Discovery Of ereless Controllers and APS Cisco 3800 Series Integrated Services Routers ( »-3, -1, #-1)

Cisco 3900 Series Integrated Services Routers ( »-8, »-2)

Cisco 4000 Series Integrated Services Routers ( #-28, ®-1, »-1)
Cisco 7300 Series Routers( »-1)

Cisco 800 ISR Series Routers ( »-4)

Cisco 860 ISR Series Routers { »-3)




N Network Performance Monitoring

Features

=  UP/DOWN Status for all devices and Interfaces

=  Custom Monitoring Profiles for different device types
=  CPU/RAM Utilization Levels

= |CMP/SNMP Latency Monitoring and Alerting

= Traffic Volume, Utilization, Errors, Dropped Packets

=  SNMP Traps collection and Alerting

=  Email/SMS/Syslog Alerting on Predefined Thresholds
= ServiceNow Integration for Incident Creation

Utilization
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N Network Topology Mapping

91147 160 114

Features

=  Fastest topology mapping on the market

= Qverlays real time monitoring data directly on topology
= Custom device icons

=  Fully Interactive

= Export to Visio

= Support for L2 and L3 Topology Mapping

= Unlimited concurrent users

Faj

83.111.134.138
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‘ N Datacenter Design and Rack Elevation

Q@

Sensors
Features "Ba
=

[10ju
1 El

= 3D Datacenter floor layout —
=  Keep track of rack elevation . =

[1-as]u

= Custom device icons -
. . . . l

=  Temperature and Power consumption visualization for racks a0

= Fully Interactive |

[1-a8]u




N Application Monitoring

Features

=  Monitoring for HTTP based applications
=  Monitoring for Mail Servers

=  Monitoring for DNS, NTP Servers

=  Monitoring for SSL Certificate Expiration
=  Monitoring for custom TCP applications
=  Monitoring for Latency, Availability

URL ™

http:/fuat.bdasites.com/CATSTORE
http:/fuat.bdasites.com/CONSTELLATIONBEERGEAR
httpz/fuat. bdasites.com/CORONASTORE
http:/fuat.bdasites.com/CUMMINS
http:/fuat.bdasites.com/CoronaMerch
http:/fuat.bdasites.com/DELLEVENTSHOP

http:/fuat. bdasites.com/FEDEXCOMPANYSTORE
http:/fuat.bdasites.com/FORDOVAL
http:/fuat.bdasites.com/FORDOVALCA/FR
http:/fuat.bdasites.com/FORDTEAMAPPAREL
http:/fuat. bdasites.com/GESHOP
http:/fuat.bdasites.com/KENWORTH
http:/fuat.bdasites.com/KENWORTHCA




#» NOC Dashboard

N' Windows Server Monitoring e e

Others (8.352MB.
19.24%)

08:45

Features p—— S

Hostname Adapter Name Rx ™ Hostname Disic Read  Wits
NECTUS63 Intel(R) 82574L Gigabit N... 631Kbps 10 Mbps \ NECTUS63 c 0 MBps 1 MBps

=  Monitoring of UP/DOWN Status and Latency

=  Monitoring of CPU/RAM/Network/Storage metrics
=  Monitoring for Individual Services and Process S
=  Keyword based Event Log Monitoring

= Server-Network Topology Mapping ﬁ %
= Uses WMI Protocol for monitoring
=  Monitoring of DHCP Pools

Graph

Local Fixed Disk (C:) - 59.4 GB
E

L
45.23 GB used 1417 GB free

CD-ROM Disc (D:)
E

0GB used 0GB free




N Wireless Monitoring

Features

= Monitoring of on-prem controllers

=  Support for Cisco, Aruba, Extreme, Ruckus
= Visualization of Wireless Heat Maps

=  Monitoring for Wireless AP

7@ NOC Dashboard
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TOP WMI SERVERS BY NETWORK (1)

Hostname Adapter Neme Rx LY

[ESE] Intel(R) 82574L GigabitN... 631Kbps 238 Kbps

TOP 5 PROTOCOLS

Others () (0B -0% )

uoPa7)( L
15.104MB - 20.96%
)

TCP (6)  56.951MB.
-79.00% )

TOP 5 INTERFACES BY DROPPED PACKETS (6)

JPNTDC EXTincmodecioc
gabitE: 24 (Primary Uplink

JPN-TDC EXTinc.modecloc
ItE

APHHA-NHS-T3 BS NCN-SBE.C28 1sifycor
bitt NT

TOP 5 APPLICATIONS

Others (5.086MB - 7.05%)
SNMP (2.472M8 - 3.01%)
HTTP (2.767MB - 3.86%)

= Y

over TLSISSL
(5:812MB -8.05%)

(6.703MB - 9.29%)

104,456

HITPS (49.598M8
68.74%)

(4.501MB - 6.25%)
54216262201

ec2.54 215252
241.us west.

1.compute.amazonaws.com

(523MB -7.27%)

Others (51.931MB.
-7207%)

TOP 5 DESTINATIONS

Others (16.332MB.
~22770

OUTAGE MAP 1

104.4.156
(19.658MB -
27.32%)

10.1.1.64 nectus63
(19.069MB -

°
Hoyston o e’ '“o..

TOP WMI SERVERS BY RAM UTILIZATION (%) (1)

NECTUS63
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Linux Server Monitoring

Monitoring Metrics

*  Monitoring of UP/DOWN Status and Latency

=  Monitoring of CPU/RAM/Network/Storage Utilization
=  Monitoring for individual Services and Processes

= Agent based Monitoring

= Support for all major Linux distributions

QD €

RAM Utilization CPU Utilization

™

l% |
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udev mounted on /dev - 1.921 GB

0 GB used 1.921free
tmpfs mounted on /run/user/0 - 0.386 GB

0 GB used 0.386 free
tmpfs mounted on /sys/fs/cgroup - 1.929 GB

0 GB used 1.929 free
tmpfs mounted on /run/lock - 0.005 GB

0 GB used 0.005 free
tmpfs mounted on /dev/shm - 1.929 GB

0 GB used 1929 free
tmpfs mounted on /run - 0.386 GB

0.039 GB used 0.34700000000000003 free
fdev/xvdal mounted on / - 20.019 GB

5.949 GB used 23.07 free



VMware | vCenter ~

=-[] vCenterServers( »-1)

N VMWare Monitoring

vCenter Server
ESX Hosts ( #-1)

Agent1-10.1.1.23 ()
- » Agent2-1011.24 ()
Featu res Agent3 - 10.11.25 ()
- » Agent4-10.1.1.26 ()
Agent5-10.11.27 ()
Clickhouse1 - 10.1.1.22 (10.1.1.22)
CompilerLin - 10.1.1.106 (10.1.1.106)

=  Monitoring of vCenter, ESX Hosts, Datastores and VMs ST T

Denis - 10.11.110 ()

=  Monitoring for CPU/RAM/Network/Storage Metrics - DNSDHCR- 1011101

. -+ DNS-DHCP2-101.1102 ()

= Licensed by number of VMs o MONTIEO

* Historical Performance Graphs = J
] Uses vCenter API - Linux-agent-test-Cent057-1011191 ()

Linux-agent-test-Cent058-10.1.1.189 ()
Linux-agent-test-Debian10-10.1.1.187 ()
Linux-agent-test-Debiang-10.1.1.186 ()
Linux-agent-test-Ubuntul6.
Linux-agent-test-Ubuntuls-
Linux-agent-test-Ubuntu20-10.1.1.184 ()
MikroTik CHR release 6.47.4 (10.1.1.142)




N Cisco SmartNet Reports 4 BostPracce Repors

Cisco SmartNet Reports Cisco PSIRT Vulnerability Report For 10S Devices
Operational Reports Cisco PSIRT Vulnerability Report by Product Name
Features
Netflow Cisco PSIRT Vulnerability Report by Severity
"Top 100" Reports EOS/EOL Hardware Report
" Instant SmartNet Valldatlon fOI" any Device Debug Reports Get Bugs by Base Product ID and Software Releases

= Cisco Bug Search for given platform
= EOS/EOL Status Reporting

] PSIRT | nfo Reports Archive Get Orderable Product ID

Scheduled Reports Get Suggested 105 Releases

= Suggested Cisco IOS releases
=  Orderable Product IDs

Search for Bugs by Keyword

SmartNet Coverage Report for Multiple Devices

% SmartNet Coverage for single Device




N AWS Monitoring and Backup

Features

=  Basic monitoring of EC2 AWS Instances

=  Monitoring of CPU/RAM/Storage/Network Metric
= Automated Instance backup (snapshot) creation

=  Custom Dashboards

® Licensed based on number of Instances

=  Uses AWS standard API




N Database Monitoring

Features

=  Support for monitoring of Oracle and MS SQL Servers
=  Qver 100 SQL specific metrics

=  Performance monitoring for custom SQL Queries

= Licensing based on DB instances

= Historical data retention for up to 10 Years




Top 5

. N N e t F I OW C OI I e c t o r Generate Reports % Export- ' Graph =1 Edit Application RAW Data

\
HTTPS (651.762MB): 40.0%

Features

=  Support for NetFlow, sFlow, cFlow, IPFIX

DBStar (129.17MB): 7.9%

= Requires separate dedicated VM (Clickhouse DB engine)

HTTP protocol over TLS/SSL L _—
(192.49MB): 11.8% — UDP{19305 (214.643MB): 13.2%

=  Support for up to 100,000 Flows per second
=  Top Apps, Top Protocols, Top Source - Dest IP Pairs
= Top BGP AS Numbers

=  Geolocation for all Flows




IPAM (IP Address Management)

IPAM Subnets

Generate Direct Access URL

Features s

IPvi Static Reservations 1Pv4 DHCP Reservations

1§ Export Selected L bport Al ! Add Subnet

=  Full Integration with existing Windows DHCP/DNS Servers

5an Diego DC

= Subnet Import from Routing Table or CSV e B ri B Ty Y

= Subnet Split/Merge =2 _
=  Fully VRF/Tenant Aware - | -
=  Access via Rest APl Interface - -
* Licensed per number of IP Reservations b Eg E‘




N Device Configuration Backup and Management

Features
| ] s1ld
A= itehtype pri = | 62 volce-card 8
! | | 83!
voice-card @ it { 54 volce-card 1
! Ml est
~ |
=  Automated scheduled backups : b
1 1 woice service voip 62 voice serwice wvoip
" Slngle CIICk manual baCkups B 69 dtmf-interworking rtp-nte
o . PRt 78 allow-connections h323 to h323
*  Custom platform-specific scripts Ceckness hiding 71 allos-comections 13 <o sip
dtmf-interworking rtp-nte 72 allow-connections sip to h323
] i 1 allow-connections h323 to h3z3 73 allow-connections sip to sip
PUSh Conflg Changes to deVIceS allow-connections h323 to sip ‘_ 74 no supplementary-service sip refer
allow-connections sip to h3z3 | 75 fax protocol t38 version & ls-redundancy @ hs-redun
= Support fOf 1200 Vendors allow-connections =ip to sip | 76 hzz3
. . . . . no supplementary-service sip refer 77 "“_’ds"‘ passthrough nze codec g7ilulaw
=  Configuration Compliance Validation h3z3 7 sip
modem passthrough nse codec g7iiulaw 79 early-offer forced

=  Optional off-site backup for configs




Syslog Server

Syslog Severity Top Syslog Senders

0+ (Emergency)
1+ (Alert)
2+ (Crifical)
3+ (Emor)
4+ (Wami
5+ (Notice)
6+ (nformational)
7 (Debug)

FORTIGATE-NECTUS1

syslog Sender Blacklist syslog Keyword Blacklist Syslog Keyword Alerts

Features

¥ Expand Message W Group Identical Messages - 1 Export Selected 1 Bxport All W Delete Selected W Delete All

Filter by Site Filter by Device View Severity

All Sites Al

* Unlimited Syslog Storage
* Upto 100,000 messages per second

= Keyword based Alerting D . . ——
= Blacklisting by Sender IP or Keyword e & sovty

= Distributed Syslog collectors ety
=  Support for external distributed storage D ol 25 L enp oo st




Alerting

Features

= Alerting via Email, SMS or Syslog.

=  Unlimited Alert recipients

= Flexible Alert rules based on time of the day

=  Text message (SMS) alerts supported with external GSM modem
=  Text message (SMS) alerts supported via Email-to-SMS Gateways




N Custom Dashboards

Features

= Per-user Dashboards
= Direct Access URL for any dashboard
=  Unlimited number of Widgets

7@ NOC Dashboard
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HITPS (49.598M8
4%)
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M Meraki

=l All Meraki Devices ( »-227)
DevNet Sandbox ( »-87)
Bojan-Network ( »-1)
DevMet Sandbox ALWAYS ON( »-2)

N Meraki Dashboard

Features DMENT 1-xoocoxagmail.com ( »-4)
DNENT2( »-4)
DNENT3( »-4)

] D|sp|ay status Of a” Meraki Devices MV12WE (64.103.26.57)

MX84 (64.103.26.57)
MR53 (64.103.26.57)
DNSMB1( »-4)
DNSMB2 ( »-3)
DNSMB3 ( »-4)
DNSMB4-hoooooegmail.com ( #-2)
DNSMBS5 ( »-5)
test(0)
Unknown { »-54)




Alternative GUI Color Themes

7 NOC Dashboard

TRAFFIC VOLUME
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7@ NOC Dashboard

TRAFFIC VOLUME

TOP WMI SERVERS BY NETWORK (1)

Hostname Adapter Name.

NECTUS63 Intel(R) 82574 Gigabit N.

TOP 5 PROTOCOLS

Others () (0B -0% )
TCP (6) (52797MB
-971%)

Rx
631 Kbps

UDP (17)(
491.414MB -

TOP 5 INTERFACES BY DROPPED PACKETS (6)

JPN-TDC EXTinemodecloc
t1/0/24 (Primary Uplink

JPN-TDCEXTincmodecioc

localhost
abitEt

TOP 5 APPLICATIONS
s Others (7.067MB -1.31%)
238 Kbps HTTPS (46.494M8 ——

)

- 8.55%)
DBStar (66.331MB
-1229%)
(417.618MB - 76.75%)

Others (45.49M8 -8.36%)
173.494.467.165.
(3.66MB - 0.67%)

1041155

(11.955MB -2.2%)

7046621147

(66:881MB - 123%) 198261439143

(413.507MB -

TOP 5 DESTINATIONS

Others (24.203M8.
-a44%)

10.1.1.64 nectus63
(12.359MB - 2.37%)

5467.91.049 ec2-

5467911408

west.
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(66:881MB - 123%)

OUTAGE MAP1
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NECTUS63 72%

10.4.1.155
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N Best Practice Reports

Features
Finds Half Duplex Ports
Finds Not Saved Configs
Finds Inconsistent DNS
Finds Mismatching MTU
Finds Overlapping subnets

Finds Orphaned ACLs

w
8
=]
&
=]
b3
a8
8

Best Practice Reports

Cisco SmartNet Reports

Operational Reports

Netflow

"Top 100" Reports

Debug Reports

Scheduled Reports

Reports Archive

B DNS Consistency Report
Devices with Configuration not saved
Interfaces in Half-Duplex State
Interfaces with Admin Status UP, but Operational Status DOWN
Interfaces with identical IP Address
L2 SNMP Interconnections with MTU mismatch
L2 connected Interfaces with IP Addresses not on the same subnet
Orphaned Access Lists

Time (NTP) not synced



"To p 1 00” Re p o rts E "Top 100" Reports Top 100 SNMP Devices

Debug Reports Top 100 SNMP Interfaces

Scheduled Reports Top 100 WMI Servers

Features Reports Archive Top 100 Web Servers
Top 100 Linux Servers

Top 100 AWS Instances

= Top 100 Reports by any of the monitored metrics

. . ( Top 100 VMwal
across all monitored infrastructure il <

Top 100 Custom SNMP Trackers
Top 100 MSSQL Servers
Top 100 Oracle Servers

Top 100 Custom SQL Query




N Network Engineer Toolset

Features
Ping Plotter

= Web based SSH Client S| Es- S N
| | S N M P Wa | k Ping Interval | 5 sec Payload Graph History | 1 min
= Ping Plotter

. IP Address: 8.8.8.8
= L3 Path Discovery 8888
- ACL Validation TOOIS 12:07:30 12:07:40 12:07:50 12:08:00 12:08:10 12:08:20

IP Address:

= CDR/CMR Browser

= Live MAC Address Search
» Telco CircuitDB 1P Address:
= |PAM Import Tools

= Offline inventory database




ServiceNow Integration

Features

=  Full CMDB CI Synchronization

=  Automatic Alert-based Incident Creation and Closure




Features

= Database of all Telco circuits owned by customer
= Room/Cage/Rack/Patch Panel info for each Circuit
= Telco contract information and pricing

=  Contract expiration reminders

= Real time UP/DOWN Status for all Circuits




N Nectus Server Requirements

Windows Server 2016+ Standalone or VM
8GB+ RAM

4vCPU

500GB HDD




‘ N Azure Monitoring

Features

=  Basic monitoring of Azure Instances

=  Monitoring of CPU/RAM/Storage/Network Metric
= Automated Instance backup (snapshot) creation

= Custom Dashboards

= Licensed based on number of Instances

=  Uses Azure standard API
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